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Postcard from Hallmark hoax

computer work for a living…

David Harley, ESET Senior Research Fellow ESET North America

I don’t know who Dave is (it isn’t me, I haven't coded anything

Small Blue-Green World

worth mentioning in years!), let alone his brother. So excuse me
if I don’t take their programming expertise or knowledge of

[This article originally appeared on David Harley’s Chain Mail

malicious software as a given. As a matter of fact, since I sidled

Check blog here.]

into the IT industry in 1986, I’ve found programmers and other
IT professionals to be as capable as anyone else (including

Here’s a hoax alert I was asked about recently. It’s far from

security professionals) of spreading misinformation when they

new, but it seems to be enjoying a new lease of life on social

step outside their own specializations. And by the way, you can

media at the moment. As it’s an example of a very prevalent

be extremely technically knowledgeable without being a

kind of hoax, it’s worth giving it some special attention, in the

professional programmer, you know, though having no

hope that it will be easier to spot similar timewasters. The

knowledge at all of programming would be a significant

actual hoax is shown below in italics: typographical errors,

disadvantage in some contexts.

spelling mistakes, grammatical errors and so on in the italicized
text are the hoaxer’s, not mine. 

…and has a high up status with Microsoft.

THIS IS IMPORTANT BEWARE and tell everybody you can think

Remember that story about Bill Gates being unable to install

of!!!

the Windows 8.1 upgrade? Except that it appears that story
originated with the New Yorker’s satirical Andy

[Yes, we know it’s important because it’s IN CAPITALS and has

Borowitz column, which rather casts doubt on its accuracy

three exclamation marks!!! Wait a minute… Who decided it was

(even though many sites have republished or summarized it

IMPORTANT, and on what authority? We’ll get to that in a

without question). Still, if there’s one thing I’ve learned from

minute.]

nearly 30 years in the industry, it’s this: even technically
accomplished people tend to lose their technical grasp as they

Regards, Better to be safe than sorry

acquire more and more people who can do routine tasks for
them. High status does not equal technical expertise.

Regards? End of the message already? Obviously not, but this
does suggest more than one message stitched together, a very

He doesn't send these if they aren't real. If He says this is for

common feature of dross like this. I don’t think there’s a single

real, it for sure is.

line in this message I haven’t seen elsewhere, but so many hoax
gambits in a single message is an educational opportunity I can’t

Of course it is. How could anyone not take Dave’s brother’s

pass up.

word on it?

Dave’s brother is a very advanced programmer who does

Be aware. VIRUS COMING!

This is just so wrong on so many levels. I don’t know what it

subject line is misleading at best. In fact, it’s characterized email

reminds me of most: those helpful people who tell you to be

virus hoaxes going right back to the venerable (but not

careful while you’re picking yourself up off the ice you just

venerated) Good Times hoax, and even further back to the

slipped on, or those security experts who tell you not to open

‘Mogul metavirus’ spoof, which was meant to be humorous but,

suspicious messages. “Oh look, it’s a suspicious message. I must

arguably, spawned a million imitators. Elements of many of

open it and see what it says.”

those imitators are present in the POSTCARD FROM HALLMARK
hoax, including the Olympic Torch hoax, A Virtual Card For You,

Hi All, I checked with Norton Anti-Virus, and they are gearing up

the Invitation hoax and so on.

for this virus!
Get this E-mail message sent around to your contacts ASAP.
What on earth does ‘gearing up’ mean? They’re looking for a
sample? They’re trying to work out how to detect it? They’re

Quick, before you have time to think about it and see how

putting up sandbags so that it doesn’t leak into their offices?

ridiculous it is. This does give you some idea of how old this

No, it means ‘I haven’t been in touch with anyone at

hoax actually is, going back to the days when email was the

Symantec/Norton at all, but maybe Dave’s brother has.’

main channel for Internet communication and social media
were barely an idea.

I checked Snopes, and it is for real.
PLEASE FORWARD THIS WARNING AMONG FRIENDS, FAMILY
This is interesting. And a common claim by hoaxers who’ve

AND CONTACTS!

done no such thing and are hoping that you won’t either, in
case you find that there’s a Snopes entry that says exactly the

"You know we mean it. We’re typing in capitals again." But

opposite. In this case, though, the Snopes entry lists this as

please don’t forward it. Really.

‘outdated’ rather than as an out-and-out hoax, despite the
manifest improbability of some of the claims made in this

You should be alert during the next few days.

message. Which may be why some hoaxes sometimes
include the specific URL for this entry.

Be alert. Facebook needs more lerts. (Sorry. Couldn’t resist.)

The rationale here is that there really have been instances of

Do not open any message with an attachment entitled

malware spread via what were passed off as links to e-card

POSTCARD FROM HALLMARK, regardless of who sent it to you.

sites, notably in Nuwar/Storm campaigns, with subject lines like

It is a virus which opens A POSTCARD IMAGE, which 'burns' the

"You've received a postcard from a family member!" Quite a

whole hard disc C of your computer.

few of those subject lines are listed in the Snopes article, but
while it’s perfectly possible that future malware campaigns will
re-use this approach and even some of those subject lines, the
idea that you can spot an incoming malicious message by its

Sounds alarming. Imagine all those melting hard disk platters.
“Hello, Dali, well, hello, Dali….” Actually, it sounds as if Dave's
brother doesn't know a lot about storage technology or even

how Windows sees a hard drive.

supposed to contain could be executed. There have been
occasions where a bug in a specific email client could cause

This virus will be received from someone who has your e -mail

code to be executed from an unopened message, but it’s rare,

address in his/her contact list. This is the reason you need to

and there’s no indication of an email client problem here. The

send this e -mail to all your contacts.

remote possibility of such an issue is a good reason for keeping
your operating system and applications promptly patched and

Specious reasoning if ever I saw it… This just means “I want you

updated. But that isn’t alarmist enough for a chain letter.

to forward this to as many people as possible and hopefully you
won’t look too carefully at the logic.”

Of course, if the malware was real and as bad as described,
shutting down the PC would probably mean you wouldn’t be

It is better to receive this message 25 times than to receive the

able to start it up again.

virus and open it.
This is the worst virus announced by CNN.
That could possibly be true if the virus was real, but it’s even
better not to receive any copies of a useless but somewhat viral

Well, a news channel is obviously best-equipped to make a

message. It’s better not to receive real malware (most modern

rational assessment of the impact of the threat. In the real

malware isn't viral) than to receive it. But receiving a memetic

world, though, it might be nice if it could be attributed to a

virus is in itself pretty irritating, if not as unequivocally

security company with some knowledge of malware. Failing

damaging as a CIH or Autostart.

that, at least give us a URL to verify… (Preferably a link to a
trustworthy site, and no URL shortening, QR codes or other link

If you receive an email entitled "POSTCARD," even though it was

obfuscation gambits.

sent to you by a friend, do not open it!
It has been classified by Microsoft as the most destructive virus
That, at least, makes some sense in that you can’t safely trust a

ever.

message just because it appears to come from a person whose
intentions you trust. Unfortunately, simply assuming that all

Oh, OK. Though actually, at the time this hoax first appeared,

email with the subject POSTCARD is malicious is less sensible.

few would have considered Microsoft to be a security company

Deleting or blocking messages because they have a highly

at all. But they certainly know something about malware now.

generic subject line associated with a virus that doesn’t actually

But again, there’s no way of verifying the assertion. Of course,

exist is even less sensible.

there's no way to check that Microsoft really did classify the
thing in this way. But that would be because they didn't.

Shut down your computer immediately.
This virus was discovered by McAfee yesterday,
I’m not sure what the logic is here. If you didn’t open the
message, it’s unlikely that whatever malicious code it’s

No verification. Yawn. And no way of establishing when

‘yesterday’ might have been. 2001 or earlier, I’d say… Strange



that at least two major security companies know about it and
yet…

http://www.snopes.com/computer/virus/postcard.as
p#zEDXOKish4hxHAxh.99



http://urbanlegends.about.com/library/bl_postcard_v
irus.htm

…and there is no repair yet for this kind of Virus.



http://www.hoax-slayer.com/postcard-virushoax.shtml

We’re doomed.

In general, any instruction to send an email to all your friends is
by definition a chain message. That doesn’t make it a hoax by

This virus simply destroys the Zero Sector of the Hard Disc,
where the vital information is kept.

definition, but it’s always worth (a) verifying before you send (b)
considering whether your friends will really appreciate getting
25 copies of more-or-less the same message. I know I wouldn’t.

Well, you can certainly cause appreciable (not necessarily
permanent) damage by trashing the Master Boot Record, which
is what normally occupies Sector 0, but the risk to real
hardware from an imaginary virus is fairly small.

COPY THIS E-MAIL AND SEND IT TO YOUR FRIENDS. REMEMBER:
IF YOU SEND IT TO THEM, YOU WILL BENEFIT ALL OF US

No, no, no. Please don’t. This is just emotional blackmail and
social engineering. Don’t forward it.

And do feel free to let the person who sent it to you know that
it’s a hoax. (However, if the mail was sent to lots of other
people at the same time – as is usually the case – I don’t
generally recommend that you “reply all” so that they all get to
hear that it’s a hoax.

It’s often the case – in my experience – that when you let
people know they’ve been hoaxed, they take some convincing.
Well, no-one wants to be made to feel stupid. Here are some
more resources you can quote them if they don’t believe you.

ESET Corporate News
CeBIT 2014: ESET CEO Richard Marko spoke at
Hannover expo

ESET Launches New Version of Protection for
Macs – ESET Cyber Security
ESET announced the release of brand new and improved ESET
Cyber Security Pro and ESET Cyber Security. Both products

ESET Chief Executive Officer Richard Marko has joined the panel

come with added layers of protection to Apple’s built in

discussion “The Name of the Game is Security – But How?” at

Internet security features. Key new functionalities include: new

Europe’s largest computer technology trade show, CeBIT in

Anti-Phishing Module, extending protection to cross-platform

Hannover, Germany, on Thursday. One of the co-creators of

phishing attacks, ESET Social Media Scanner - protecting users

ESET’s world-acclaimed antimalware system discussed the

on Facebook and Twitter. ESET Cyber Security and ESET Cyber

biggest current IT security threats and the most effective

Security Pro are full compatible with Apple’s latest operating

countermeasures. “12 years after Richard Marko co-

system, OS X Mavericks (10.9). “Fast, efficient and effective, our

programmed ESET’s breakthrough Advanced Heuristics, we are

new security solutions for the Mac platform have the same

happy to have him back in the venue to join the discussion with

small system footprint, ease of installation and user friendly

other leaders from the IT security industry about new safety

experience Mac users expect from us,” said Ignacio Sbampato,

challenges related to digitalization of corporate business

ESET Chief Sales and Marketing Officer.

process and two-factor authentication systems, which is part of
our portfolio,” said Stefan Thiel, Country Manager for the DACH
region.

The Top Ten Threats
1. Win32/Bundpil
Previous Ranking: 1
Percentage Detected: 2.88%
Win32/Bundpil.A is a worm that spreads via removable media. The worm contains an URL address, and it tries to download several files
from the address. The files are then executed and the HTTP protocol is used. The worm may delete the following folders:
*.exe
*.vbs
*.pif
*.cmd
*Backup.

2. LNK/Agent.AK
Previous Ranking: 2
Percentage Detected: 1.87%
LNK/Agent.AK is a link that concatenates commands to run the real or legitimate application/folder and, additionaly runs the threat in the
background. It could become the new version of the autorun.inf threat. This vulnerability was known as Stuxnet was discovered, as it was
one of four that threat vulnerabilities executed.

3. Win32/Sality
Previous Ranking: 3
Percentage Detected: 1.66%
Sality is a polymorphic file infector. When run starts a service and create/delete registry keys related with security activities in the system
and to ensure the start of malicious process each reboot of operating system.
It modifies EXE and SCR files and disables services and process related to security solutions.
More information relating to a specific signature: http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah

4. INF/Autorun
Previous Ranking: 4
Percentage Detected: 1.57%
This detection label is used to describe a variety of malware using the file autorun.inf as a way of compromising a PC. This file contains
information on programs meant to run automatically when removable media (often USB flash drives and similar devices) are accessed by
a Windows PC user. ESET security software heuristically identifies malware that installs or modifies autorun.inf files as INF/Autorun unless
it is identified as a member of a specific malware family.

Removable devices are useful and very popular: of course, malware authors are well aware of this, as INF/Autorun’s frequent return to
the number one spot clearly indicates. Here’s why it’s a problem.

The default Autorun setting in Windows will automatically run a program listed in the autorun.inf file when you access many kinds of
removable media. There are many types of malware that copy themselves to removable storage devices: while this isn’t always the
program’s primary distribution mechanism, malware authors are always ready to build in a little extra “value” by including an additional
infection technique.

While using this mechanism can make it easy to spot for a scanner that uses this heuristic, it’s better to disable the Autorun function by
default, rather than to rely on antivirus to detect it in every case.

5. Win32/Qhost
Previous Ranking: 5
Percentage Detected: 1.51%
This threat copies itself to the %system32% folder of Windows before starting. It then communicates over DNS with its command and
control server. Win32/Qhost can spread through e-mail and gives control of an infected computer to an attacker.

6. HTML/ScrInject
Previous Ranking: 6
Percentage Detected: 1.36%
Generic detection of HTML web pages containing script obfuscated or iframe tags that that automatically redirect to the malware
download.

7. Win32/Conficker
Previous Ranking: 8
Percentage Detected: 1.28%
The Win32/Conficker threat is a network worm originally propagated by exploiting a recent vulnerability in the Windows operating
system. This vulnerability is present in the RPC sub-system and can be remotely exploited by an attacker without valid user credentials.
Depending on the variant, it may also spread via unsecured shared folders and by removable media, making use of the Autorun facility
enabled at present by default in Windows (though not in Windows 7).

Win32/Conficker loads a DLL through the svchost process. This treat contacts web servers with pre-computed domain names to download
additional malicious components. Fuller descriptions of Conficker variants are available at
http://www.eset.eu/buxus/generate_page.php?page_id=279&lng=en.

While ESET has effective detection for Conficker, it’s important for end users to ensure that their systems are updated with the Microsoft
patch, which has been available since the third quarter of 2008, so as to avoid other threats using the same vulnerability. Information on
the vulnerability itself is available at http://www.microsoft.com/technet/security/Bulletin/ms08-067.mspx. While later variants dropped
the code for infecting via Autorun, it can’t hurt to disable it: this will reduce the impact of the many threats we detect as INF/Autorun. The
Research team in San Diego has blogged extensively on Conficker issues: http://www.eset.com/threat-center/blog/?cat=145.

It’s important to note that it’s possible to avoid most Conficker infection risks generically, by practicing “safe hex”: keep up-to-date with
system patches, disable Autorun, and don’t use unsecured shared folders.

8. Win32/Ramnit
Previous Ranking: 7
Percentage Detected: 1.27%
It is a file infector. It's a virus that executes on every system start.It infects dll and exe files and also searches htm and html files to write
malicious instruction in them. It exploits vulnerability on the system (CVE-2010-2568) that allows it to execute arbitrary code. It can be
controlled remotley to capture screenshots, send gathered information, download files from a remote computer and/or the Internet, run
executable files or shut down/restart the computer.

9. Win32/Dorkbot
Previous Ranking: 9
Percentage Detected: 1.07%
Win32/Dorkbot.A is a worm that spreads via removable media. The worm contains a backdoor. It can be controlled remotely. The file is
run-time compressed using UPX. The worm collects login user names and passwords when the user browses certain web sites. Then, it
attempts to send gathered information to a remote machine. This kind of worm can be controlled remotely.

10. JS/FBook
Previous Ranking: n/a
Percentage Detected: 0.95%
JS/FBook is a trojan used for delivery of unsolicited advertisements. The trojan does not create any copies of itself, and the program code
is usually embedded in HTML pages.

Top Ten Threats at a Glance (graph)
Analysis of ESET LiveGrid®, a sophisticated malware reporting and tracking system, shows that the highest number of detections this
month, with 2.88% of the total, was scored by the Win32/Bundpil class of treat.

About ESET
ESET®, the pioneer of proactive protection and the maker of
the award-winning ESET NOD32® technology, is a global

Additional Resources

provider of security solutions for businesses and consumers.

Keeping your knowledge up to date is as important as keeping

For over 26 years, the Company continues to lead the industry

your AV updated. For these and other suggested resources

in proactive threat detection. By obtaining the 80th VB100

please visit the ESET Threat Center to view the latest:

award in June 2013, ESET NOD32 technology holds the record
number of Virus Bulletin "VB100” Awards, and has never



ESET White Papers

missed a single “In-the-Wild” worm or virus since the inception



WeLiveSecurity

of testing in 1998. In addition, ESET NOD32 technology holds



ESET Podcasts

the longest consecutive string of the VB100 awards of any AV



Independent Benchmark Test Results

vendor. ESET has also received a number of accolades from AV-



Anti-Malware Testing and Evaluation

Comparatives, AV-TEST and other testing organizations and
reviews. ESET NOD32® Antivirus, ESET Smart Security®, ESET
Cyber Security® (solution for Mac), ESET® Mobile Security and
IT Security for Business are trusted by millions of global users
and are among the most recommended security solutions in
the world.

The Company has global headquarters in Bratislava (Slovakia),
with regional distribution centers in San Diego (U.S.), Buenos
Aires (Argentina), and Singapore; with offices in Jena
(Germany), Prague (Czech Republic) and Sao Paulo (Brazil). ESET
has malware research centers in Bratislava, San Diego, Buenos
Aires, Singapore, Prague, Košice (Slovakia), Krakow (Poland),
Montreal (Canada), Moscow (Russia) and an extensive partner
network for more than 180 countries.

More information is available via About ESET and Press Center.

