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Death and Tax Scams 

David Harley, ESET Senior Research Fellow 

According to Benjamin Franklin, “… in this world nothing can be 

said to be certain, except death and taxes.”  In the online 

world, we might express it as “on the Internet, nothing is 

guaranteed but connection timeouts and tax scams.” Quite a 

few of the latter have hit our radar at ESET recently, enough, 

we thought, to be worth a separate article, even though I’ve 

mentioned some of these before. I am not, of course, referring 

here to Spanish princesses and footballers or English barristers 

accused of tax fraud, but to cybercriminals flooding mail 

services with phishing messages or other messages containing 

malicious content and links. Here are a couple of examples I 

discussed in a recent ESET blog. (Malicious links in quoted 

messages have been removed or replaced with a harmless link.) 

 
Tax Refund Confirmation 
 
You are eligible to receive a tax refund of 868.50 GBP. 
Please submit the tax refund request and click here by having 
your tax refund sent to your Credit Card Account in due time. 
 
Please continue here to have your tax refund sent to your Credit 
Card Account,  
 
Note: A refund can be delayed for varieties of reasons, for 
example submitting invalid records or applying after deadline. 
 
Best Regards 
HM Revenue & Customs 
 
I’d like to think that most people in the UK would find this 

slightly suspicious. 

 

Not just because it comes from the not-very-authentic 

sounding official email address info@hm.mobi, rather than a 

more convincing hmrc.gov.uk address. (Of course, a message 

like this could have the headers spoofed to look as if it came 

from the real HMRC, so such an address doesn’t prove the mail 

is genuine: see below). 

Not just because it doesn’t seem logical for Her Majesty’s tax-

collectors to be asking for credit card details: it’s not as though 

people are likely to pay their income tax by credit card. Of 

course you don’t have to hand over your login credentials in 

order to allow someone to pay money to your bank account, so 

your barebones bank account details are less useful to a 

scammer. 

Not just because the English is slightly off. 

And even though the original has a quite authentic-looking 

HMRC logo at the top of the message. 

But the idea of Her Majesty’s professional cheeseparers and 

official bloodsuckers offering an unprompted tax rebate is just 

so unlikely, that I think many people would already be laughing 

at the subject line ‘Tax Refund Security Confirmation’. 

And here’s another which proves the point about spoofed but 

legitimate-looking addresses: 

HM Revenue & Customs <refund-tax@hmrc.gov.uk>    

 

to UK321712 

 

Dear Applicant: 

 

Following an upgrade of our computer systems and review of 

our records we have investigated your payments and latest tax 

returns over the last seven years our calculations show you have 

made over payments of GBP 323.56 

Due to the high volume of refunds due you must complete the 

http://www.welivesecurity.com/2014/01/06/2013-a-view-to-a-scam/
http://www.welivesecurity.com/2013/05/29/phishing-the-click-of-death/


  

 

online application, the telephone help line is unable to assist 

with this application.  

In order to process your refund you will need to complete the 

attached application form. 

Your refund may take up to 3 weeks to process please make sure 

you complete the form correctly. 

 
To access your tax refund, please follow the steps below: 
- download the Tax Refund Form attached to this email 

- open it in a browser 

- follow the instructions on your screen 

 

Regards, 

HM Revenue & Customs 
 
There are a couple of ‘nice’ touches of social engineering here: 

 As usual, the scammer doesn’t – unlike the real HMRC 

– know your name because he just blasts out the 

message to as many email addresses as he can find. 

However the meaningless case number – which is no 

doubt the same on many or all of this wave of 

messages – gives some spurious impression of 

‘officialness’ and personalization. 

 You might think that a ‘high volume of refunds’ 

sounds unlikely. After all, I don’t think I’ve had an 

unexpected tax rebate since the 1980s, in spite of a 

fairly diverse range of career changes over that 

period. But telling you not to use the telephone help 

line is obviously intended to prevent you from talking 

to someone who might recognize this as a scam. 

 Similarly, the scammer makes sure you give him three 

weeks grace before you start wondering what he’s 

done with any information you’ve given him. 

Unfortunately, by the time I got this far in the original article, 

I’d managed to lose the original message, so was unable to look 

at the attachment to see if it was really a form (i.e. intended to 

harvest information by social engineering) or was in fact some 

form of malware: both approaches are commonly reported 

with HMRC scams, but at the time of writing, Peter Kruse of 

CSIS was able to confirm that similar scam messages are 

currently being used to deliver a payload that gets Zeus P2P 

over SSL. 

Subsequently, however, my colleague Urban Schrott, published 

a blog for ESET Ireland that includes a fraudulent form. While 

the scam message he’s describing is specific to Ireland, it closely 

resembles the kind of form-based scam that often turns up in 

the UK. In an article about the ‘Fraudulent “Notice of Tax 

Return” spamming Irish mailboxes’ he tells us: 

In the recent days ESET Ireland has detected an increased 
spam run of a fraudulent “Notice of Tax Return” purporting to 
come from Irish Tax and Customs. 

A large percentage of Irish email addresses has been targeted 
with a “Notice of Tax Return” spam in the last days of 2013. 
The full email reads: 

Dear Sir / Madam,  
I am sending this email to announce: After the last annual 
calculation of your fiscal activity we have determined that you 
are eligible to receive a tax return of: 
 
EUR 371.91 
 
To receive your return, you need to create a Government 
gateway account. 
 
Please download and complete the attached form. 
 
And the attached file opens a faked page resembling Irish Tax 
and Customs with a form that asks the victim to disclose their 
address and debit card information. 
 

http://www.hmrc.gov.uk/security/reporting.htm
http://www.csis.dk/en/
http://www.welivesecurity.com/search/?s=zeus&x=-1123&y=-178
http://blog.eset.ie/2014/01/02/fraudulent-notice-of-tax-return-spamming-irish-mailboxes/


  

 

 
 

The phishing site that collects victims’ information is linked to 
a domain registered in the USA. 

Irish Tax and Customs is aware of the fraud and is warning 
about it on their website. They state the following: 

 These emails did not issue from Revenue.  

 The Revenue Commissioners never send emails 
requiring customers to send personal information 
via email or pop-up windows.  

 Anyone who receives an email purporting to be from 
Revenue and suspects it to be fraudulent or a scam 
should simply delete it. Anyone who is actually 
awaiting a tax refund should contact their local 
Revenue Office to check its status.  

 Anyone who provided personal information in 
response to these fraudulent emails should contact 
their bank or credit card company immediately. 

For more information they also offer advice on their Security 
Page. 

ESET Ireland would like to add the following: 

 If you receive an email you’re not sure about, do 

not click on the attachment [or any embedded 

links: DH] or reply to it.  

 If an email purports to be from a bank, the tax 

office or any other institution, it is always better to 

ring them first, to make sure they actually sent you 
something. 

Very similar advice is offered by HMRC, which also offers other 

examples of tax-related scams here, ranging through messages 

carrying malware, to VAT registration scams, to 419s, to 

companies that offer to apply for rebates on their behalf.  

Tax scams using a bogus rebate as a hook aren’t restricted to 

HMRC or the Irish Revenue Department, though. The City of 

London council warns that some of its residents have received 

phone calls from scammers claiming that they represent the 

council and that they are ringing about a tax rebate. The 

scammer tries to get the victim’s full bank account details, 

which are then sold on or misused by the caller. Residents of 

Cheshire have been warned by Cheshire East Council that an 

external company may contact them claiming to offer help with 

refunds or reassessment of Council Tax Banding (the tax level at 

which a home in the UK may be rated for Council Tax). And in 

the US, the IRS offers a page devoted to Tax Fraud Alerts. And 

another page links to a wide range of information and 

educational material. A recent pervasive and sophisticated 

scam uses spoofed IRS phone numbers, fake names and badge 

numbers, cites the last four digits of the victims Social Security 

Number (you may find my 2009 paper for ESET Social Security 

Numbers: Identification is Not Authentication of some 

relevance), and so on. 

ESET Corporate News 

ESET Enters 2014 with Several Awards from 
European Magazines and Consumer 
Organizations 
ESET is entering 2014 with a string of awards from magazines 

and organizations in Europe. German-language Android 

Magazine has named ESET Mobile Security the app with the 

http://www.revenue.ie/en/spotlights/email-scam-30122013.html
http://www.revenue.ie/en/security.html
http://www.revenue.ie/en/security.html
http://www.hmrc.gov.uk/security/examples.htm
http://www.cityoflondon.gov.uk/services/housing-and-council-tax/council-tax/Pages/default.aspx
http://www.cityoflondon.gov.uk/services/housing-and-council-tax/council-tax/Pages/default.aspx
http://www.cheshireeast.gov.uk/council_and_democracy/council_tax/latest_news.aspx
http://www.irs.gov/uac/Tax-Fraud-Alerts
http://www.irs.gov/uac/IRS-Wants-You-to-Know-About-Schemes,-Scams-and-Cons:
http://www.welivesecurity.com/media_files/white-papers/EsetWP-SocialSecurityNumbers20090810.pdf
http://www.welivesecurity.com/media_files/white-papers/EsetWP-SocialSecurityNumbers20090810.pdf
http://www.irs.gov/uac/Newsroom/IRS-Warns-of-Pervasive-Telephone-Scam
http://www.eset.com/int/about/press/articles/article/eset-enters-2014-with-several-awards-from-european-magazines-consumer-protection-organization/
http://www.eset.com/int/about/press/articles/article/eset-enters-2014-with-several-awards-from-european-magazines-consumer-protection-organization/
http://esetireland.files.wordpress.com/2014/01/fakerevenue.jpg


  

 

best Anti-Theft feature, Polish IT Professional magazine named 

ESET Endpoint Security as the product of the year, and the 

Dutch Consumer Organization considers ESET Smart Security 7 

to be the best security suite on the market.  

Last week, the Dutch Consumer Organization in the 

Netherlands – Consumentenbond – has published a test of 

security products where ESET Smart Security 7 has earned the 

top spot of the 18 tested products.  

“ESET Smart Security performs very well at all levels: the 

protection is excellent, the overhead on the system is low and 

the program is very user-friendly“, states the agency in its 

annual review. 

ESET Endpoint Security was named “Product of the Year“ by the 

readers of Polish IT Professional magazine for IT experts and 

professionals. ESET Endpoint Security has earned the award for 

the second year in a row and as the editorial office says, 

readers opt for “complex solutions, suitable for use in 

developed IT infrastructure, where remote administration is 

crucial.”  

Lastly, it is the award from the German-language Android 

Magazine, where ESET Mobile Security built for Android 

smartphones and tablets has received the Best App award in 

the Anti-Theft category. ESET has just released the next 

generation of ESET Mobile Security BETA for public testing. The 

new BETA version boasts improved user interface and full 

integration of Anti-Theft into my.eset.com. Additionally in 

Germany, ESET Mobile Security (both premium and free 

version) was scoring high in the test of the most read German 

computer magazine ComputerBild and in another test by the 

same magazine - ESET Smart Security was one of only six most 

relevant tested products.  

“At ESET, our primary concern is always the users whose data 

we are protecting, so they can enjoy cyberspace without worry. 

We are happy that readers of well-known magazines in 

Germany and Poland as well as the consumer agency in the 

Netherlands are evaluating our efforts with these outstanding 

marks“, says Miroslav Mikus, Head of ESET EMEA Sales and 

Marketing. 

ESET Earns the Gold Award for Anti-Phishing 
Protection from AV-Comparatives 
ESET has earned the „Gold Award“ for anti-phishing protection 

from AV-Comparatives, an independent testing authority - as 

reported in their annual report.  

“Phishing websites attempt to steal money from their victims 

without making any changes to the computer or device being 

used to access them. A security product that warns of 

known/suspected phishing sites can protect the user from 

fraud”, states AV-Comparatives and continues that ESET 

flagship security product ESET Smart Security has blocked the 

most phishing websites in their tests – 99%. 

“We found the interface of ESET Smart Security 7 to be 

excellent. The program is, in our opinion, very clear and easy to 

use, even on a touchscreen device“, concludes AV-Comparatives 

it‘s analysis. 

The advanced Anti-Phishing Module has been introduced in the 

sixth generation of ESET Smart Security with the latest, seventh 

version, offering enhanced anti-phishing protection. Anti-

Phishing technology protects you from attempts to acquire 

passwords, banking data and other sensitive information by 

fake websites masquerading as legitimate ones. The dedicated 

module includes an extended database of phishing sites as well 

as verified reports by users and partners. The Anti-phishing 

http://www.eset.com/int/about/press/articles/article/eset-earns-the-gold-award-for-anti-phishing-protection-from-av-comparatives/
http://www.eset.com/int/about/press/articles/article/eset-earns-the-gold-award-for-anti-phishing-protection-from-av-comparatives/
http://www.eset.com/int/about/press/articles/article/eset-earns-the-gold-award-for-anti-phishing-protection-from-av-comparatives/


  

 

database is updated by ESET regularly (users’ computers 

receive data about new phishing threats every 20 minutes) and 

this database includes information from our partners as well. 

Along this straightforward approach, ESET Anti-Phishing 

implements specific proactive algorithms. These inspect the 

visual design of websites in an effort to eliminate those acting 

as parasites on their genuine counterparts. This approach is 

used to detect for example fake internet banking forms.  

„Advanced Anti-Phishing module along with features like the 

Exploit Blocker, Vulnerability Shield or Advanced Memory 

Scanner is one of the key highlights of our ESET Smart Security 7 

launched last year. Our research & development is working 

tirelessly on developing new technologies and features for our 

products to offer even better protection to our customers and 

we are happy to see those improvement being recognized by 

independent testing authorities“, says ESET Chief Sales and 

Marketing Officer Ignacio Sbampato. 

The Top Ten Threats 

1. Win32/Bundpil 

Previous Ranking: 1 

Percentage Detected: 3.33% 
 

Win32/Bundpil.A is a worm that spreads via removable media. 

The worm contains an URL address, and it tries to download 

several files from the address. The files are then executed and 

the HTTP protocol is used.  The worm may delete the following 

folders: 

*.exe 

*.vbs 

*.pif 

*.cmd 

*Backup. 

2. Win32/Sality 

Previous Ranking: 3 
Percentage Detected: 1.97% 

Sality is a polymorphic file infector. When run starts a service 

and create/delete registry keys related with security activities 

in the system and to ensure the start of malicious process each 

reboot of operating system. 

It modifies EXE and SCR files and disables services and process 

related to security solutions. 

More information relating to a specific signature: 

http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa

_sality_am_sality_ah  

3. HTML/ScrInject 

Previous Ranking: 5 
Percentage Detected: 1.79% 

Generic detection of HTML web pages containing script 

obfuscated or iframe tags that that automatically redirect to 

the malware download.  

4. INF/Autorun 

Previous Ranking: 4 
Percentage Detected: 1.77% 

This detection label is used to describe a variety of malware 

using the file autorun.inf as a way of compromising a PC. This 

file contains information on programs meant to run 

automatically when removable media (often USB flash drives 

and similar devices) are accessed by a Windows PC user. ESET 

security software heuristically identifies malware that installs or 

modifies autorun.inf files as INF/Autorun unless it is identified 

as a member of a specific malware family. 

Removable devices are useful and very popular: of course, 

malware authors are well aware of this, as INF/Autorun’s 

frequent return to the number one spot clearly indicates. 

http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah
http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah


  

 

Here’s why it’s a problem.  

The default Autorun setting in Windows will automatically run a 

program listed in the autorun.inf file when you access many 

kinds of removable media. There are many types of malware 

that copy themselves to removable storage devices: while this 

isn’t always the program’s primary distribution mechanism, 

malware authors are always ready to build in a little extra 

“value” by including an additional infection technique.  

While using this mechanism can make it easy to spot for a 

scanner that uses this heuristic, it’s better to disable the 

Autorun function by default, rather than to rely on antivirus to 

detect it in every case. 

5. LNK/Agent.AK 

Previous Ranking: 2 

Percentage Detected: 1.71% 

LNK/Agent.AK is a link that concatenates commands to run the 

real or legitimate application/folder and, additionaly runs the 

threat in the background. It could become the new version of 

the autorun.inf threat. This vulnerability was known as Stuxnet 

was discovered, as it was one of four that threat vulnerabilities 

executed. 

6. Win32/Ramnit 

Previous Ranking: 8 
Percentage Detected: 1.41% 

 
It is a file infector. It's a virus that executes on every system 

start.It infects dll and exe files and also searches htm and html 

files to write malicious instruction in them. It exploits 

vulnerability on the system (CVE-2010-2568) that allows it to 

execute arbitrary code. It can be controlled remotley to capture 

screenshots, send gathered information, download files from a 

remote computer and/or the Internet, run executable files or 

shut down/restart the computer. 

7. Win32/Conficker  

Previous Ranking: 6 
Percentage Detected: 1.37% 

The Win32/Conficker threat is a network worm originally 

propagated by exploiting a recent vulnerability in the Windows 

operating system. This vulnerability is present in the RPC sub-

system and can be remotely exploited by an attacker without 

valid user credentials. Depending on the variant, it may also 

spread via unsecured shared folders and by removable media, 

making use of the Autorun facility enabled at present by default 

in Windows (though not in Windows 7). 

Win32/Conficker loads a DLL through the svchost process. This 

threat contacts web servers with pre-computed domain names 

to download additional malicious components. Fuller 

descriptions of Conficker variants are available at 

http://www.eset.eu/buxus/generate_page.php?page_id=279&l

ng=en.  

While ESET has effective detection for Conficker, it’s important 

for end users to ensure that their systems are updated with the 

Microsoft patch, which has been available since the third 

quarter of 2008, so as to avoid other threats using the same 

vulnerability. Information on the vulnerability itself is available 

at http://www.microsoft.com/technet/security/Bulletin/ms08-

067.mspx. While later variants dropped the code for infecting 

via Autorun, it can’t hurt to disable it: this will reduce the 

impact of the many threats we detect as INF/Autorun. The 

Research team in San Diego has blogged extensively on 

Conficker issues: http://www.eset.com/threat-

center/blog/?cat=145  

It’s important to note that it’s possible to avoid most Conficker 

http://www.eset.eu/buxus/generate_page.php?page_id=279&lng=en
http://www.eset.eu/buxus/generate_page.php?page_id=279&lng=en
http://www.microsoft.com/technet/security/Bulletin/ms08-067.mspx
http://www.microsoft.com/technet/security/Bulletin/ms08-067.mspx
http://www.eset.com/threat-center/blog/?cat=145
http://www.eset.com/threat-center/blog/?cat=145


  

 

infection risks generically, by practicing “safe hex”: keep up-to-

date with system patches, disable Autorun, and don’t use 

unsecured shared folders. 

8. JS/FBook 

Previous Ranking: n/a 
Percentage Detected: 1.36% 

JS/FBook is a trojan used for delivery of unsolicited 

advertisements. The trojan does not create any copies of itself, 

and the program code is usually embedded in HTML pages. 

9. Win32/Qhost 

Previous Ranking: n/a 
Percentage Detected: 1.32% 

This threat copies itself to the %system32% folder of Windows 

before starting. It then communicates over DNS with its 

command and control server. Win32/Qhost can spread 

through e-mail and gives control of an infected computer to an 

attacker. 

10. Win32/Dorkbot 

Previous Ranking: 7 
Percentage Detected: 1.26% 

Win32/Dorkbot.A is a worm that spreads via removable media. 

The worm contains a backdoor. It can be controlled remotely. 

The file is run-time compressed using UPX.  The worm collects 

login user names and passwords when the user browses 

certain web sites. Then, it attempts to send gathered 

information to a remote machine.  This kind of worm can be 

controlled remotely. 

 



  

 

Top Ten Threats at a Glance (graph) 

Analysis of ESET LiveGrid®, a sophisticated malware reporting and tracking system, shows that the highest number of detections this 

month, with almost 3.33% of the total, was scored by the Win32/Bundpil class of treat. 



  

 

About ESET 

ESET®, the pioneer of proactive protection and the maker of 

the award-winning ESET NOD32® technology, is a global 

provider of security solutions for businesses and consumers. 

For over 26 years, the Company continues to lead the industry 

in proactive threat detection. By obtaining the 80th VB100 

award in June 2013, ESET NOD32 technology holds the record 

number of Virus Bulletin "VB100” Awards, and has never 

missed a single “In-the-Wild” worm or virus since the inception 

of testing in 1998. In addition, ESET NOD32 technology holds 

the longest consecutive string of the VB100 awards of any AV 

vendor. ESET has also received a number of accolades from AV-

Comparatives, AV-TEST and other testing organizations and 

reviews. ESET NOD32® Antivirus, ESET Smart Security®, ESET 

Cyber Security® (solution for Mac), ESET® Mobile Security and 

IT Security for Business are trusted by millions of global users 

and are among the most recommended security solutions in 

the world. 

The Company has global headquarters in Bratislava (Slovakia), 

with regional distribution centers in San Diego (U.S.), Buenos 

Aires (Argentina), and Singapore; with offices in Jena 

(Germany), Prague (Czech Republic) and Sao Paulo (Brazil). ESET 

has malware research centers in Bratislava, San Diego, Buenos 

Aires, Singapore, Prague, Košice (Slovakia), Krakow (Poland), 

Montreal (Canada), Moscow (Russia) and an extensive partner 

network for more than 180 countries.  

More information is available via About ESET and Press Center. 

 

Additional Resources 

Keeping your knowledge up to date is as important as keeping 

your AV updated. For these and other suggested resources 

please visit the ESET Threat Center to view the latest: 

 ESET White Papers 

 WeLiveSecurity 

 ESET Podcasts 

 Independent Benchmark Test Results  

 Anti-Malware Testing and Evaluation  

 

 

http://www.eset.com/int/about/profile/25-years-of-nod32-technology/
http://www.eset.com/threat-center/index.php
http://www.eset.com/documentation/white-papers
welivesecurity.com
http://www.eset.com/press-center/podcasts
http://www.eset.com/resources/datasheets/Flyer-ESET-Independent-Bench-Test.pdf
http://www.eset.com/documentation/white-papers#anti-malware-testing

